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Introduction
A software product refers to software systems that a customer is given together with documentation that describes how to use and install it. At times, a software product is part of system products that are delivered to the customer for installation. Software products are usually produced with little assistance from the software process. Software process refers to how software is produced (Software Engineering: Software Product, 2019)
The purpose of this case study is to be familiar with the security problems of a software product. In this case, security ideals, common mistakes and best practices of software products are applied to actual problems. Furthermore, this case study also helps in an investigation such that one can be able to study software products in depth. It helps students to understand documentation, bug reports, commit logs, mailing lists and various other information on software products. 
Project Overview
One of the most successful software products is Microsoft Office. Microsoft Office is a variation of desktop applications designed specifically for business or office use. It is under the protection of Microsoft Corporation. Microsoft Office was first released on November 19, 1990. Microsoft Office comprises of 7 applications namely: PowerPoint, word, excel, outlook, publisher, OneNote and finally Access. 
The development team of Microsoft Office is huge. The office team operates the software for 2 hours every day and has teams worldwide. There are more than 200 customer care centers all over the world. Additionally, the program managers of the products have offices all over the world. The teams consist of software engineers, developers, technical writers, designers, data entry departments, office servers among others.
There are corporate sponsorships or connections offered by Microsoft Word. Eligible nonprofit organizations are often offered discounted and donated products such as cloud services like Dynamic 365, Office 365 and Azure, on-premises software and Surface Hardware. Also, there are regular training events held by Local Microsoft Offices to assist nonprofit organizations to learn the impact of technology in their organizations. However, these sponsorships or connections are not available in every country. 
The first version of MS Office was first released in 1990. Since then, there have been 18 different and more efficient versions of it released to date. The latest version of MS Office, as compared to the previous versions, has better services, security, and storage of data. When MS Office was created, the developers created new versions almost every year after that. The release of the new version was last done in 2018. This, therefore, means that a new version is released almost every year or after 2 years with better services and security. 
Microsoft Office suite comes with various advantages including the fact that the applications utilize little space. Users of MS Office suite often discover that other apps in their operating systems are small and can therefore not meet their needs. Each app in the MS Office suite has its use making it one of the best software products to be used in the office.
Apart from individual users, this software is also used by large organizations and businesses. This is due to the business suites that have applications from the MS Office. These applications can manage large user databases, create detailed presentations, perform spreadsheet calculations that are advanced as well as create music and videos in presentations.
Microsoft Office has more than 1 billion users worldwide. According to data collected in 2016, Microsoft had 85 million commercial users as well as 2 million Office 365 users. Today, MS Office is used by 1.2 billion people, 170 different languages and 140 countries worldwide. Below is the list of MS Office applications and their purposes. 
· Microsoft Word- It is used to create documents. 
· Microsoft PowerPoint- used to create presentations in the form of pictures or videos (slideshow).
· Microsoft Excel- It is used in the organization, storage, and manipulation of data (Bruney, 2005). 
· Microsoft OneDrive- is used in the storage of data online.
· Microsoft OneNote- it is used in the organization of data, both typed or handwritten as well as audio clips, screenshots, and drawings.
· Microsoft Publisher- is used in the extensive creation of posters, publications, menus, and flyers.
· Microsoft Outlook- is used in the management of contacts, calendars, email, and to-do-lists.
· Microsoft Access- is used in capturing and analyzing data from various networks and computers.
The business objective of Microsoft office, according to the CEO of Microsoft, is to the cloud and beyond. To achieve this objective, Microsoft has three main aims: first, to create more personal computing. Secondly, Microsoft aims to reinvent its productivity as well as business processes. Finally, Microsoft aims to build a platform known as the intelligent cloud.
MS Office website link- https://www.microsoft.com/en-us
Source code repository link- https://opensource.microsoft.com/
Issue tracker link- https://templates.office.com/en-au/project-issue-tracker-tm03784001
Past vulnerabilities link- https://www.kaspersky.com/blog/ms-office-vulnerabilities-sas-2019/26415/
Architecture Overview
Initially, Microsoft used a 32-bit processor. However, due to the high growth of customers and demand for quality services in offices, the processor was updated to a 64-bit processor which is much faster and can handle a huge amount of data. 
MS Office has various subsystems. However, the most recent are Office 2016 and Office 365. Office 2016 was purchased only once and the fee was paid upfront before obtaining the software. This version can be installed on a computer or Mac and can be used for as long as possible. This version was, however, limited as it contained PowerPoint, excel, word and OneNote. 
Office 365 is the latest version of MS Office. Unlike Office 2016, this version allows the user to pay a little amount of fee monthly or annually with the advantage of getting the latest version for as long as the fee is paid. Additionally, this version also allows the user to access a OneDrive cloud storage as well as MS Office applications for tablets. This version allows the user to choose a subscription that allows the installation of the software in five other computers, which is suitable for offices. Lastly, this version has all the MS Office applications, unlike the Office 2016 version.
Product Assets
Office 365 has deep security features as listed below:
1. Multi-Factor Authentication (MFA)
This is a layer of security that is added to the software's login process. Many software uses one way to verify who the user is, mostly a password to allow one to access the services. This feature, however, uses more than one way of verifying the user's identity. It combines someone's knowledge (password), identity (facial scan, retinal scan or fingerprint) and something that the user has (password in the phone or desktop). In this case, if a cybercriminal gets hold of the user's password, they still will lack the other methods of verification, therefore, preventing them from accessing the user's files (Microsoft Office 365 Security Observations: CISA, n.d.).  
2. Mobile Device Management (MDM)
This feature is important to employers who want to control and manage people who have access to the organization’s data. Regardless of if employees have the authority to have their own devices at work, this feature controls the employees from using corporate data in the wrong way. For instance, this feature helps employers to restrict the ability of employees to copy and transfer data from the company’s managed app to another app that is not managed. 
3. Advanced Threat Protection
This feature prevents malicious links and attachments usually used by hackers from getting into a user’s inbox. This is because it accesses the links and attachments in a completely different environment from that of the user and checks for any malicious activities before the message gets into the user’s inbox. 
4. Encrypted E-mail and Data Loss Prevention
Encrypted e-mail prevents other people from reading e-mails intended for the recipient apart from the recipient. This is important especially when companies require to meet regulatory needs. Data Loss Prevention on the other end is a feature used to prevent sensitive information from being leaked out of the company. This does not only apply to emails but also files and programs such as Word and Excel. It works by mainly surveying the user’s environment for any sensitive information and prevents others from sharing that information outside the organization. 
5. Azure Identity Protection
This feature uses machine learning to understand how the user work’s and in the case of unusual activities, it sends signals to the user. For instance, everyone who uses an outlook account will be notified if the account has been logged in from another computer simply because this feature also monitors where and when the user is likely to log into the account. Additionally, it also detects if the user has tried to log into the account at the same time and from different locations and try to eliminate the problem. In this case, the user is usually forced to perform various authentications to identify and stop these vulnerabilities completely. 
6. Privileged Identity Management
This feature gives the user the ability to choose temporary admins by marking other users as eligible admins. In this case, the user can allow someone else to operate the account and to control how long the admin gets admin privileges.  This is important in accounts that belong to organizations. 
Security Risks
· Loss of data
· Access of unauthorized administrator
· Outdated software
· Malicious links, phishing, and whaling.
· Cloud vendors
· Third-party ESPs
· Single sign-on using SAML
· On-premise redundant security
Microsoft keenly follows a framework that focuses on risk factors and how to minimize them to improve customer service. To mitigate these risks, Microsoft implements various sets of technologies as well as controls. The identification, evaluation, and elimination of risk is a continuous process that requires skilled personnel and time. To prevent the same risk scenarios, various controls are implemented at different layers of the software. This approach provides one of the strongest protection against hackers as it works even if other controls fail to work. 
There are various ramifications of MS Office that are ignored as shown below:
1. Privacy of data
 privacy is one of the major setbacks of MS Office. It has always tried to improve this aspect to create a safe platform and to protect data. This is a huge problem for most companies as hackers always find new methods to hack into accounts. 
2. Cost efficiency
The latest version of MS Office, Office 365, offers very low subscription plan rates when done initially. This is disadvantageous as most users are limited from accessing all the capabilities and services provided, even if it is meant for a small company. as much as it might sound like a great deal, there is much to consider before subscribing to it. 
3. Flexibility
MS Office lacks flexibility. This makes it difficult for businesses using this software to customize its services for better operation of the company. Every company has unique features that make it stand out. These companies require unique features to fit into the market. 
4. Loss of control 
Microsoft does not allow XML Files to be imported into the software. This, therefore, means that if a company uses these files, it is impossible to use MS Office.
5. More Limitation
Office 365 limits the user from sending and receiving a certain amount of email. Additionally, this version also limits the period that older and archived emails are retained. This is disadvantageous to companies that require sending and receiving a large number of emails daily. It is also unsuitable for companies that prefer keeping their older emails in their records. 
Today, the top target for hackers is Microsoft Office products. A good example of this are attacks that target outdated components of offices. For example, the most exploited weaknesses are those that have an impact on the software’s legacy such as CVE-2018-0802 and CVE-2017-11882. According to research, hackers are mostly attracted by simple bugs that are logical. This explains why the software bugs shown above are the most exploited in MS Office. 
There have been previous attacks on MS office. For example, in the past here have been emailing attacks that use an old bug to execute code. Most Microsoft accounts were hacked through the distribution of malicious files (RTF) as an email. These files were trapped with a CVE-2017-11882 exploit which dates back to 2017. This exploit allowed the attackers to access the user’s information by automatically running malicious codes without the user’s consent. 
The hackers were known as Hawkeye Keylogger. According to the victims of cyber-attacks, they received emails that had malicious Doc, Excel and RTF attachments that had the exploit in it. The arbitrary code execution bug is found in the attachments and is used by the hackers to access the user’s files. 
Once the attachment was clicked by the user, the sender of the email made the file contents look blurry prompting the user to enable editing. After enabling editing, the hacker can access the files of the user. The information on the computer showed that HawkEye Keylogger was being downloaded, and in the real sense, the malware was snatching the user’s sensitive information. Most victims had lost their system information, webcam pictures, passwords from different web browsers and various other sensitive information. To prevent such attacks, organizations are advised to update their software ensuring that they stay up to date. 
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